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Wireless networks are more and more pervasive and ubiquitous in our society where they enable a large variety of
applications for our daily lives. At the same time, if they are primarily designed for communication, their spectrum
of services is increasingly expanding to include related uses to which they are particularly well suited. Ongoing
research around wireless sensing has shown that these networks can be used, among other things, to track the
position of users [1], monitor their health (heart rate, breathing rate, sleep quality, etc.) [2], authenticate them in a
biometric way (recognize their walking, breathing, etc.) [3], or to recognize what they are doing (gesture and
activity recognition [4]), and this is already being adopted by the market [5, 6]. The list is far from being exhaustive.
As an emerging multidisciplinary research field, wireless sensing takes advantage of the physical properties of
electromagnetic waves when they encounter or travel through obstacles (reflection, absorption, diffraction, etc.)
and builds on top of knowledge from different scientific fields – including Networking, Signal Processing and
Machine Learning/Artificial Intelligence – to enable a wide variety of applications and therefore speed up the
entrance in a more connected and smarter world.

However, existing research works in this field have focused mostly on expanding capabilities and enabling new
applications, thereby neglecting the security of developed systems. Recent research works have shown that an
attacker with a single off-the-shelf wifi device can strongly disturb wireless sensing systems performance and even
make them behave as they want [7, 8]. Moreover, the inherent nature of wireless waves, which can travel through
objects and walls, naturally raises privacy concerns, as an attacker could “listen”, from outside, to what is happening
in the targeted room.

The aim of this research project is to tackle these challenges and advance the field on the security aspect by:
- Studying, both theoretically and practically, security issues that are inherent to wireless sensing

applications
- Exploiting the identified breaches to develop “exploiting systems” that will act as demonstrators of these

vulnerabilities
- Developing security primitives, counter-measures, methodologies and tools that could help in the design of

secure wireless sensing systems
- Applying these concepts and tools to chosen applications to evaluate their performance and showcase their

benefits

Effectively addressing these challenges requires a rigorous scientific approach, involving both theoretical and
practical skills. We intend to apply a methodology strongly driven and supported by experiments, whether for the
validation of initial hypotheses, the design of solutions and the evaluation of these solutions that will always be
deployed on real hardware.

Expected candidate skills:
The most important skill for this PhD is to be eager to learn while trying new solutions. On top of that, the
following skills would be strongly appreciated.
- Hands-on experience and strong skills in Machine and Deep Learning. Knowledge of modern learning schemes
such as Multi-task Learning, Autoencoders and Transfer Learning would be appreciated.
- Strong programming skills in any common language such as C++, Python, Java, etc.
- Knowledge of network protocols functioning would be appreciated
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